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eLearnSecurity Penetration Testing Course

With eLearnSecurity penetration testing course, you will be able to:
study theory & methodology and practice your acquired skills through exercises and
labs.

The course has been developed with the primary objective of professionalizing the
Penetration Tester and aligning its figure with the most recent challenges in the IT
Security industry.

The Penetration Tester professional figure, present in the market for over 10 years,
is now undergoing a major shift in terms of skills required.

As a penetration tester, you are demanded to provide a broader spectrum of
services that classic training courses fail at teaching:

e Advanced Web applications testing
e Reporting quality

e Manual testing

e Business-aware remediation plan

Penetration testing courses cannot underestimate Web Application security:
80% of the vulnerabilities surveyed by NIST, MITRE, SANS, US-CERT, OSVDB,
SecurityTracker in Q3-Q4 2008 are Web Application related [1].

Your employer or your client will face increasing and ever changing threats coming
from the internet through company’s website: Web Application testing will be more
likely to be included in engagements and you must be prepared for the most up-to-
date techniques hackers use.

The difference between a hacker and a Penetration tester,

is simply that the hacker produces damages, the Penetration Tester solutions.

For some of your clients, Reporting quality discriminates between a good and a bad
service, no matter how good you are at breaking into systems.
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Your client does not know what a SQL injection is and you cannot expect that their
IT Department will either. You have to provide your results in a tailored manner: to
Executives with business-oriented metrics and advices, to IT department by spotting
most exposed areas, to remediation team with technical and reproducible details
regarding your findings.

Do not expect to be called a Professional if you don’t understand the business
impact of your exploits.

Manual testing involves experience and insight.
It is time-consuming and requires that you have a strict methodology on information
handling. Automated tools can be run by a well-trained in-house staff.

Penetration testing is a mix of art and science: the good news is that you can be
trained at it. Be prepared to prove yourself worth ten times more than a tool.

If you’re not better than a tool you will be replaced by a tool.

Moreover, do you know a tool producing business-aware remediation plan?

You have found the vulnerabilities and proved them to be exploitable.

You know the impact and what it takes to remediate them: it is up to you to provide
advices and remediation tips in order to prioritize the vulnerabilities by highest
business impact.

eLearnSecurity Penetration testing course is an
investment in your own career. Give vyourself a
competitive advantage over your colleagues.
Our courses are the most up-to-date in the industry!
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elLearnSecurity recognizes the value of professional certification in the IT Security
industry. Starting from Penetration Testing Course - Professional we have designed
the eCPPT certification program with the following objectives:

e Attesting the attendance of “Penetration testing course — Professional”
e Assessing your professionalism in conducting Penetration Tests

e Assessing your skills as a Penetration Tester

The certification process is simple:
) NG
:

Enroll -

-+— Course access

max 120 days

»- | Start certification >

-+— Engagement

max 30 days
[ | Report =
max 14
business days
-t Certificate = -
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The student enrolls in the course, receives the study material and
practices with the exercises. Beside the slides and the videos, the
students will download the labs, required to carry out the exam,
from the elLearnSecurity website.

The study material consists of 18 modules + 4 hours of videos for an estimated total
effort of 25 hours.

Within 120 days and at least after 7 days from the day of enrollment,
the student can start the certification process: We will send a detailed
engagement letter defining the test scope and the requirements.

The student will perform the penetration test uncovering and exploiting
all the vulnerabilities in the Lab:

The lab is the ISO of a Linux Live Distro image containing vulnerable applications that
you will be able to pentest at your own pace.

Finding and exploiting vulnerabilities is only half of the certification exam: a report
consisting of an Executive summary, Vulnerability report and Remediation report
will have to be produced and sent to eLearnSecurity within 30 days from the
Certification request.

We will carefully review each report and valuate:

e Compliance to rules of engagement
e Accuracy of the tests in terms of vulnerabilities reported
e Exploitation process followed and proofs provided
e Quality of the reports in terms of completeness, arrangement of information
and remediation advised

eLearnSecurity will release a certificate, personally signed by eLearnSecurity Lead
Author, attesting the attendance of the course and the skills acquired through it.
The certificate is required if you want to be awarded with 40 ISC2 CPE credits.
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Training Areas

Web Application Security
Source Code Audit
Security Awareness

Application Security Testing

Security management

Security Policy Implementation

SDLC Development
Threat Modeling

eLearnSecurity

Information Security Training Solutions

eLearnSecurity is a global Information Technology
Security Training Solutions provider, catering to
Government bodies, Educational Institutions and IT
Security Professionals around the world.

E-mail: contactus@elearnsecurity.com

Phone: +39-329 7886447
Fax:  +39-050 557793
Address:

Head Office
Via Pietrasantina 103
56100, Pisa, Italy

www.elearnSecurity.com
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