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This module will introduce you to the web
application security field and its basic
terminology.

If you’re new to this field you will gather all the
skills you need to move to next more advanced
modules.

If you’re already an advanced web application se-
curity tester you will get introduced to the
methodology and tools followed throughout the
course.
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M dmtiroduction to Web applications

M @ H Cookies

M @ 0 Session

M ®n Headers

M ® n Same-origin
M dTerminology
M dTools
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Web application Information gathering is a com-
plex and long process.

It takes insight, nose and perseverance.

You won’t become smarter with this module, but
you will surely learn the best methodologies to
collect and store information about your target.

This information will be used at later steps in the
exploitation process.

At the end of this module you will be able to have
so much information about your target that
exploiting it will be easy and fun.

So easy that you will feel smarter.
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H ® MG&thering Information On Target
H ® ™M ®indithg Owner, IP Addresses And Email Addresses
H @M ® WHQIs%ools
H ® M @ DINB guéries and zone transfers
H ®M O Msihg@N$lookup
H @ HnfiPastructure
H ®H ®ing&pprinting The Webserver
H ® H @ FirnRavpiinting Webserver Modules
H ®H ® Wygical HTTP Services Ports
@ cFidgerprinting Frameworks And Applications
H ® 0 ®ing&pprinting Third-Party Add-Ons
@ rriggerprinting Custom Applications
H ® n Mepping The Attack Surface
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T

T

@ Emerating Resources
H @ p ©@mwding The Website
H @ p ®indidg Hidden Files
H @ p @ Rirfding®Back Up And Source Code Files
H @ p ®rmurferating users accounts with Burp Proxy
H ® cRé&Pevant Information Through Misconfigurations
H ® c Direcbory Listing
H ® c ®og Ahd Configuration Files
H ® TGdogle Hacking
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Vulnerability Assessment is the process through
which you will uncover all the vulnerabilities in the
remote system.

This step is absolutely necessary when the remote
web server is in the scope of the tests or when the
target uses third party web applications.

At the end of this module you will master the two
most used open source tools, Nessus and Nikto, to
perform Vulnerability Assessment against web
applications.

You will also be capable of customizing Nikto to
make it current with the latest vulnerabilities.

(Qns) www. el earnsecurity. com
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M @ulnerability Assessment

M ® M Vulnerability Assessment vs Penetration testing
H dAssessing vulnerabilities with Nessus
0 dNikto

0 PGredting Nikto modules
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The most spread web application vulnerability will
be dissected and studied in all its parts.

At first you will be provided with theoretical expla-
nation. This understanding will help you in the ex-
ploitation and remediation process.

Later you will master all the techniques to find XSS
vulnerabilities through black box testing and within
PHP code.

Real world exploitation examples will conclude the
module: you will finally steal session cookies,
modify website DOM and perform advanced
phishing attacks.

el earnsecurity. com
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n ® MKDss site scripting
n ® M What it is—Basics
n ® HAnatomy of a XSS exploitation
n @ orige three types of XSS
n ® o Reflabted XSS
n ® o ®etsitent XSS
n ® o ®OM-based XSS
n ® rFinding XSS
n ®n ®iming XSS in PHP code
n @ (XSS Exploitation
n ®p XSG, Browsers and same origin policy
n ®p ®Real world attacks
n ®p @ HGCbokie stealing through XSS
n ®p & HDBefacement
n ®p @ HAbvanced phishing attacks
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This module will contain the most advanced
techniques to find and exploit SQL Injections.

From the explanation of the most basic SQL injec-
tion up to the most advanced.

Advanced methods will be taught with real world
examples and the best tools will be demonstrated
on real targets.

You will not just be able to dump remote databases
but also get root on the remote machine through
advanced SQL Injection techniques.

Tools will be covered in depth and a taxonomy will
help the student to pick the right tool according to
the environment and scenario he will face in real
engagements.

p ® Mn@roduction to SQL Injection
p ® M ®Eowdangerous is a SQL Injection
p ® M Hew®BQL Injection works
p ® HHéw to find SQL Injections
p ®H ®Eowdo find SQL Injections
p ®H ®indidg Blind Sql Injections
p ® &@ Injection Exploitation
p ® o0 ®xpléiting INBAND (Union) SQL Injections
p @ rexploiting Error Based SQL Injection
p ®n ©umping database data
p ®n ®Readihg remote file system
p ®n Raedsing the remote network
p @ Exploiting Blind SQL injection
p ®p ©Optifdized Blind SQL injection
p ®p PisnedBased Blind SQL Injection
p @ cTébls
p ®c ®wm d5qglmap, BSQL Hacker, Pangolin
p ®c ®H dlools taxonomy
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Sophisticated attacks to web applications are the
subject of this module.

Session Fixation and CSRF are underestimated and
overlooked vulnerabilities. They will be covered
in depth.

A working exploit will be created step by step to
demonstrate a CSRF vulnerability found in a fa-
mous CMS.

Last but not least you will learn how to audit web
2.0 applications dissecting ajax api’s, frameworks
and exposed functionalities.

el earnsecurity. com
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C PlImtroduction
C dSJession attacks
C @ H DHITTP Session Fixation
C ®H DHinding HTTP Session Fixation
C ®H PRnedenting HTTP Session Fixation
c PCHRF
c ® o PHinding CSRF
Cc ® o PHBxploiting CSRF
c ® o0 DRreventing CSRF
c @File inclusion vulnerabilities
Cc @ n ®Placal File Inclusion
c @ n ®Remote File Inclusion
c ®Web 2.0 Attacks
c ®p PHow Ajax works
D p PDeféating httpOnly—XST & Ajax
® p Pbissecting Ajax API’s
@ p ®PReverse engineering Ajax applications logic

® p ®HExposed administrative functions
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Every penetration test begins with the study of the
targets in scope.

Our instructor will guide you through the best
techniques and tools to collect vital information
about your targets.

This information will be used in later modules of
the course to map the attack surface and estab-
lish an exploitation process.

How to collect and organize this information is an
important aspect in Penetration testing: this will
be covered throughout the whole course.
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¢

O wl b {éfflo

dza

M ® Mn@roduction to Information Gathering
M ® HUSing Whois tools
M ® AdDNS queries and zone transfers
M @ rD&tecting targets
M @ préols
M @ p ®indidg live hosts with Nmap
M @ p ®arvésting email addresses with Maltego
M @ p ®indiidg subdomains with SubDomainer
M @ p ®rat€forcing dns’s with DnsMap
M @ p ®ipdidg used network protocols with Cain
M @ p ®indiidg used network protocols with Wireshark
M @ p ®indiddg used network protocols with Arpspoof
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As one of the most important steps in the penetra-
tion test of a network, this module will first
teach you the theory behind port scanning and
service reconnaissance.

If you’re not into networking, the first chapters of
this module will introduce you to the basics of
TCP and other network protocols.

Brett will then show you how to use the best tools
to detect live hosts, open ports and services
running on them.

Passive and Active OS fingerprinting techniques will
also be covered in depth.

(Q’!E www. el earnsecurity. com
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H ® Mn@?roduction to Port Scanning
H ® M ®antsPProtocols, and Services
H ® M Phe Three Way Handshake
H ® HD&ecting Live Hosts And Ports
H ®H Pdolsh
H ®H O Nrdapl O
H ®H ® SugerScan
H ® dD&recting Services
H ® 0 ®awrier Grabbing
H @ 0 ®assiPe/Active OS fingerprinting
H®o ®Amap ¢
H ® 0 ® WrizernBcan

H ® 0 ® HUhisofdSecdh examples
H®0o PHPOfH P H
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Scope of this module is to provide you with the
techniques professional penetration testers em-
ploy to enumerate resources on target.

You will be able to explore, enumerate and map
the remote network and its available services
through a number of different Windows and
Unix tools.

NetBIOS is the subject of the first part of this
module: real world examples will be explained
to show the old and the latest techniques and
tools to enumerate remote Windows shares and
printers.

SNMP will be explained in its basic parts and then
attacks to the protocols will be shown.

el earnsecurity. com
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0 @ MEfmeration
0 @ H\EétBios
0 ® H Wika®is NetBios ?
0 ®H HowNetBios works
0 ® H ®WetBibs Commands and Tools
0 ®H D dedBiwsiCommands and Tools
0 ®H D @ndrerdting Shares & Null Sessions
0 ®H ® o NetBOSABditing Tool (NAT)
0 ®H ®0O Winf@®H D
0 ®H Do Winfigergrint
0 ®H ® o PD2USERMSER2SID
0 ® ENMP
0 ® 0 Wikia®it is ( and where it’s used)
0 ® 0 Howdt works (Agents, NMS, MIB...)
0 ® 0 &NV commands
0 ® 0 ®NMP® Attacks
0 ® 0 ® Entmer@tion
0 ® 0 @ drakkinPcommunity strings
0 ®o ®dmodl P
0 ®o ®n Shmmpvatkd
0 ®o ®n Shmperur®
0 ®o ®n Shmpded P
0 ®o ®n Shopbruted
0 ® 0 ®n Gnesiktpofie
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Studying ARP, how it works and how it can be
manipulated to mount sophisticated attacks is
made extremely easy to understand.

Sniffing is a technique that you will be able to fully
grasp in its most practical aspects.

There’s also some theory behind it that Brett co-
vers before getting into the real world scenarios
of sniffing using the best tools available.

Man in the middle attacks are one of the most
used penetration testing techniques today:
you will be able to mount man in the middle
attacks within local networks and over the Inter-
net.

n ® \riffing basics

n

® M Wikiydt is possible

n o iSriffing

n
n

n

® H ®agsive sniffing
D H Pative sniffing
n ®H ® MACNKIGoding
n ®H ® ARP Poioning
n ®H ®H BasicShofiARP
n ®H ®H Poisoing ARP
D H Pawlsd
n ®H O oswiff) Wireshark, Tcpdump, Windump

n @ avidn-In-The-Middle (MITM) attacks

n
n

J 3 3 33 3

® 0 Wikiatthey are
® 0 HowWARP works
® 0 A Eoisoning for MITM
® 0 ®ataffto remote MITM , Arp poisoning
® 0 DKCPpoisoning
® 0 METMP into public key exchange
@® 0 Poolsp
n ® o ¢ Et@rong Cain, Macof, Arspoof, Dnsspoof

n ® rindercepting SSL traffic

n

®n Pdelsh
n ®n O ssl€nip & ettercap

el earnsecurity. com
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Exploiting your target is an extremely practical skill
that you will master and enjoy with this module.

Like in @ movie you will go from assessing remote
vulnerabilities to exploiting them using tools like
Nessus and Metasploit.

Penetration is carried out on real targets.

(ilﬁ www. el earnsecurity. com
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When you’re hired as a penetration tester you
rarely need to cover your track.

However there are times when testing the efficien-
cy of the target organization incident response
team is within the scope of your engagement.

Covering your track while pentesting will prove
your target’s ability to detect an intrusion and
make you a more specialized penetration tester.

(Qns) www. el earnsecurity. com

Cc ®Browsing anonymously
c ® ™M ®TWP Proxies
c ® M @ mMrifying proxy anonymity
c ® M ® MHFFP_VIA / HTTP_X_FORWARDED_FOR
c ® ™M Tor Network

C @Tdnneling for anonymity
Cc ®H §SH Tunneling

Cc dQGbeaning traces
Cc ® o0 deaning the event log

(Q’!E www. el earnsecurity.
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Social engineering module will guide you through
the most modern social engineering attack tech-
niques.

Real world attacks will be illustrated exploiting
the potential of social networks such as Face-
book, Spokeo or Twitter.

Almost 1 hour of video lessons will teach you eve-
rything you need to know to master the most
important tool in the field: Social Engineering
Toolkit.
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T OWhdt is it?

-

PTiypes of Social Engineering
T ®H @retekting
T ®H @hishihg
T ®H Baitifg
T ®H @hysidal

T @dSantples of Social Engineering Attacks
T ® o Samgle 1: Canadian Lottery
T ® o Samgke 2: FBl e-mail

T ORredexting Samples
T ® nSdmple

-

PRol®of Social Networking in Social Engineering
T ® pPiplm @
T @ pSpgoke®

-

Pk
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Our System security instructors, Vipin and Nitin Ku-
mar, will help you set up your box with all the
necessary tools required by later modules of this
course.

Advanced buffer overflow exploitation, shellcoding
and rootkit coding will require compilers and
assemblers that you will get familiar with in this
module.

(Q’!E www. el earnsecurity. com

M ® MDEV-Cpp

M ® M @9ngDev-Cpp
M @ HNE83m Assembler

M @ H ®asriPAssembler Introduction

M @ H ®amngde Assembly Language Program
M ® oMihdows Driver Development

M ® 0 ®amgle Driver

M ® 0 @amgiling your Driver

M ® 0 @ginga Driver

M ® 0 Wiawdhg Driver Output
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Almost all penetration tests engagement require
the understanding of cryptographic aspects.

This module will ensure that you’re current with
the most common cryptographic technologies,
algorithms and tools.

You will also learn how to perform advanced

password cracking using the best tools available.

(Q’!E www. el earnsecurity. com

@ MnEroduction
@ HCldssification
® cClPptographic hash function
@ rPblic key infrastructure
H®n RHOD
H ® n ®ublidKey Certificate
H @ Prétty Good Privacy (PGP)
H @ p Webdf Trust
H @ p Digitdl signatures
® cSebure Shell ( SSH)
® TCHPptographic Attacks

I I I =T

@ ySeburity Pitfalls in Implementing Cryptography systems
@ St@aling Windows 2000/XP/2k3/Vista Passwords
H @ do ©\mHash or LAN Manager hash
H ® ¢ NFHhash
H ® p Stealing the hash
H ® h @racking your Windows SAM Database in Seconds with

I I I =T

Ophcrack

(Onsf www. el earnsecurity. com
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Finding and exploiting buffer overflows is what you
will master studying this module.

Our instructors main concern was to make this
hard topic as easy as possible going from the
basics up to the most advanced techniques
involved in the exploitation process.

A real Windows application will be exploited with
step by step explanation.

el earnsecurity. com
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0 @ Mndroduction
0 @ HTise Stack
0 ®H X6 Sack
0 ®H ®ushdand Pop Operation
0 ® H ®SP Finctionality
0 ® H ®tackiFrames
0 ®H ®xaniple
0 @ Bgffer Overflows
0 ® 0 @Gainihg control of buffer overflows
0 ® 0o O Exdmpled
0 ® 0 ®tepPTo Trigger The Buffer Overflow
0 ® 0 Priggéring the Overflow
0 @ rridding Buffer Overflows
0 ®n Puazihg
0 ® n dantifying A Buffer Overflow After A Crash
0 @ [Exploiting a Real-World Buffer Overflow
0 ®p ®x@niple: Owning the FTP Client
0 ®p ®xaniples
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The art of Shellcoding is made available to anyone
through easy to understand samples and real world
complex scenarios.

A small part of theoretical aspects will introduce
the practical examples where you will actually
create your own shellcode through the use of
compilers and assemblers.

Different techniques are shown in order to let you
create your own shellcode.

Three source code examples are explained line by
line.

(Qns) www. el earnsecurity. com

[ettlo

n &® nMexecution Of Shellcode
n ® Hhpes Of Shellcode
n ®H ©odafishellcode
n ®H ®Remote Shellcode
n ®H ®tagdd Shellcode
n ® cemkoding Of Shellcode
n ® o Nul feee shellcode
n ® o @lghgnhumeric And Printable Shellcode
n ® o ®Pavcéntage Encoding
n ® rsanple 1: Workouts For Writing Shellcodes
n @ sléep Shellcode Example
n @ cWditing Universal Shellcode For Windows NT
n ®c Regolving References at Runtime
n ®c ®indidg kernel32.dll address
n ®c & mirkemodResolve Functions
n @ 1Sdnple 2: OS Independent Sleep Shellcodes

n ®y ®ettifg Up Windows for Debugging etc
n @y ®Phe Wdgic Behind Privilege Escalation
n ®y ®he Driver Architecture

n ®y & GapleDriver Framework Code
n ®y @gingthe Sample

n @ ySanple 3: Privilege Escalation Shellcodes For Windows XP

(Q’!E www. el earnsecurity.
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If you thought this was a boring module, get pre-
pared for surprises.

A thorough and detailed classification of types of
malware is the introduction of a module featur-
ing the most advanced and obscure techniques
used by modern malwares.

The module is enriched with three malware source
codes explained line by line.

Three malware source codes will be dissected and
explained line by line: a Keylogger, a Trojan and
a Virus.

p dGlasBification
p® H Techniques used by Malware
p ®H dSirebms
p ®H dHocking Native Apis /SSDT
p ®H dHooking IRP
p ®H dHidihg a process
p ®H dAPIBooking
p ®H O pATHaking
p ®H O pEATHHGOkKIng
p ®H O plrdire Hooking
p ®H dAntibDebugging Methods
p ®H dAntiBVirtual Machine
p ®H dObf@scation
p ®H dPdrkers
p ®H dPelymdrphism
p ®H dMetathorphism
p ®H O MGaragedinsertion
p ®H ® NRegibter€&xchange
p ®H ®nPermutation Of Code Blocks
p ®H ® MnsebtionPOf Jump Instructions
p ®H ® MnstAuption Substitution
p ®H O NMCode htégration With Host
p ®How malware spreads??
0 ® m ®Email Attachments
0 ®H PAlready Infected Files
0 ® 0 dPeer-2-peer File Sharing
0 ®n ®Web-sites
0 ®p dInternet Connection/ Local Network
n dSamples
n ®m ®Sample 1: Keylogger
n ®H ®Sample 2: Trojan
n ®o ®Sample 3: Virus

(Q’!E www. el earnsecurity. com
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From the creators of the first Windows 7 BIOS
Rootkit, this module will cover the basics and
the most important aspects of rootkit coding.

A brief classification will introduce you to 3 rootkit
source code snippets uncovering the most used
techniques used by rootkits.

You will be able to understand and code rootkit
yourself using the Windows Driver Development
Kit and perform advanced covert penetration
testing.

(Qns) www. el earnsecurity. com

C dRwiotkit Classification
C dsample 1: Making a rootkit which hides a Process
C dsample 2: Controlling File Access

C dsample 3: Hiding Files and Directories

(Q’!E www. el earnsecurity.
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Penetration testing course
—Professional—
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1 Online course—learn at your own pace
1600+ interactive slides
Learn methodology, be a professional
5 hours of videos
3 au+hogesctons
DVD Backtrack4 + Labs
Silver Certification
Qualifies you for 40 CPE

elLearnSecurity

Forging security professionals
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Breaking systems is no more enough.
Be a professional.




