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eLearnSecurity syllabus covers all the aspects of
Professional Penetration Testing, from the ground up,
and leaves no one behind

Our instructors are ISACA and ISC2 certified professionals who helped Fortune50 companies solve
their security issues as well as researchers who have published worldwide-recognized research
reports and documentation. Forty-five years of cumulative experience are accompanied by a great
talent at teaching the most difficult aspects of IT Security, in the most effective and simple way.
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Our distance learning course is the only one that teaches how to perform sophisticated attacks,
through the most up to date and relevant tools as well as how to report findings effectively and
professionally. The student will be able to grasp even the most hidden aspects of every
vulnerability, attack vector or hacking technique. This knowledge will empower t h e st

capabilities of finding and providing the client with the correct solutions.

The scientific approach to penetration testing along with the related project management tools
provided, make our students comfortable in performing their tests, both accurately and
scientifically.

The Reporting Guide will transform a hacker into an IT Security
Professional. Speaking riskto executives, and codeto developers,
is the key to professional penetration testing.
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eLearnSecurity is the fastest way to learn
Professional Penetration testing

The way contents are presented, taught and conveyed reduces the amount of time required to
master the advanced and sometimes tough topics related to vulnerability assessment and
penetration testing. Our e-Learning system allows our students to be the subject of the training
course choosing the suited learning path for them: students actively take part in the course!
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Penetration testing requires a large amount of skill and a scientific approach.

Videos and PDF’ s har dffoyn thatotie wstedgnt is ablé tormeraatlyi on i
organize. elearnSecurity exploits the potentials of Flash animations to visually depict:

common processes during a penetration test, step-by-step techniques,
hierarchies and relationships between attack-defense or vulnerability-exploitation techniques.
Self-assessment tests taken after each module are exceptional tools to assess study
advancements.

Students love our course because they feel comfortable
even with the most difficult topics.

Guaranteed Students learn much more, in a fraction of the time
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eLearnSecurity Certified Professional Penetration
Tester evaluates the professional 360°

Our eCPPT exam involves finding and exploiting vulnerabilities of a web application that the
student approaches for the first time. The deliverable of the exam is the Penetration testing report
in its entirety, that will be carefully reviewed by one of our instructors:

Executive report Vulnerability report Remediation plan

e Student learns e Student learns * The student
to report the how to report proposes a
findings in vulnerabilities prioritized
terms of risk, and calculate remediation
impact and impact related plan according
monetary loss to client's to the impact
business of each finding

eLearnSecurity Certified Professional Penetration Tester (eCPPT) is the only certification
assessing the ability of the student to find and prioritize the correct solutions for the client’ s
business.
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Professional. Not just “ethical hacker”.

Reporting
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Training Areas

Web Application Security
Source Code Audit

Security Awareness
Application Security Testing
Security management

Security Policy Implementation
SDLC Development

Threat Modeling

eLearnSecurity

Information Security Training Solutions

elearnSecurity is a global Information
Technology Security Training Solutions provider,
catering to Government bodies, Educational
Institutions and IT Security Professionals around

the world.

Website: http://www.elearnsecurity.com
E-mail: contactus@elearnsecurity.com
Phone: +39-329 7886447

Fax: +39-050 557793

Address: Head Office

Pisa, ltaly
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